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Executive summary

An auditor asks a straightforward question: show that this service met its control objectives, end to end,
for the period under review. With one supplier, one organisation answers; in a multi-supplier
ecosystem, the question fragments. The hosting provider evidences its platform, the application supplier
its releases, the network partner its links. None can account for the service the customer consumes.

The gap is structural, not negligent. A service assembled from many suppliers belongs wholly to none of
them: accountability is distributed, the duty to prove the whole left unassigned. Laid side by side, the
fragments rarely reconcile — different periods, frameworks, incident definitions, formats — and the
auditor bridges the joins by inference, which is the opposite of assurance.

This is what the service integrator exists to solve. In a SIAM operating model, the integrator holds end-

to-end accountability for services delivered by multiple towers, yet that accountability is hollow unless
it extends to evidence.l*l The integrator must be custodian of the evidence chain: defining the standards
suppliers produce to, and assembling a defensible record across organisational boundaries.

Key takeaways

» Assurance fragments when a service is assembled from many suppliers.

» The integrator must be custodian of the evidence chain — common standards and flow-down
clauses.

» SOC 2 sub-service and user-entity controls are where gaps hide; map and own them.

1 Why distributed accountability breaks conventional evidence

Conventional assurance assumes a bounded entity that owns its controls and records them. ISO/IEC
27001 expects documented information, internal audit and management review within a defined scope,
and drives continual improvement from those records.l'l A SOC 2 examination reports controls against
the Trust Services Criteria for a stated boundary.[21 Each works when the boundary matches the service.

In a multi-supplier ecosystem, boundary and service diverge. Each supplier certifies its own
management system, or is examined, for the scope it controls; the customer-facing service crosses all of
them. No single attestation covers the handoffs — a ticket passed, a dataset transferred — where end-
to-end control lives or fails. Aggregating certificates does not aggregate assurance. The stakes are not
abstract: 35.5% of breaches in 2024 were traced to a third party, a share the analysts who report it call
conservative.[®]

2 The forcing conditions

Three conditions turn this into a material risk. The first is organisational boundaries: suppliers are
separate legal entities with their own auditors and interests, none obliged to make its evidence legible to
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the rest. The second is contracts: where agreements set service levels but stay silent on evidence,
suppliers honour the contract yet produce incompatible records. The third is inconsistent standards:
one tower reports against ISO/IEC 20000-1, another through a SOC 2 report, another against an internal
framework, each on its own taxonomy.3l The integrator inherits the reconciliation, late and by hand.

3 The practical model: the integrator as evidence-chain custodian

Custodianship begins with a common evidence standard. The integrator defines, for all towers, what
counts as acceptable proof: which control objectives must be evidenced, in what format, against which
framework mappings, over which period, and to what retention rule. Suppliers produce to that standard,
not their own preference.

Those obligations must be contractual. Flow-down clauses carry those requirements to every supplier
and, in turn, to material sub-contractors, so audit-ready records follow the work wherever it goes. Data
residency and access terms belong here: the right to obtain, inspect and retain evidence must not
depend on where a supplier hosts it.

SOC 2 gives a precise vocabulary for the joins. Where a supplier relies on a sub-service organisation, its
report either carves that party out or includes it; a carve-out leaves complementary sub-service-
organisation controls someone must still evidence. Reports also specify complementary user-entity
controls — actions the consuming organisation must perform for the stated controls to operate.[?] The
integrator maps these across towers, confirms ownership, and closes gaps that would otherwise fall
between two clean reports. Aggregation and traceability tie each control objective to its evidence, source
and period in one record.

4 The human dimension

None of this holds without trust between suppliers. Assurance depends on honest disclosure: a supplier
reporting a missed control or a late remediation rather than presenting an unblemished fragment. That
candour is cultural, and it is fragile. Integrators who treat evidence as policing invite defensive
reporting, and defensive reporting corrodes the record assurance depends on. Suppliers reveal
problems when disclosure is met with joint remediation, not penalty. Shared standards, agreed in the
governance forums a SIAM model already convenes, work better than surveillance; a supplier that
helped set the evidence bar has a stake in meeting it.[4l Those same forums can settle which party owns
a contested control, and resolve inconsistencies before an auditor finds them. Handled this way,
continual improvement becomes a joint obligation across the ecosystem rather than an audit imposed
from above, and the record improves because the relationships behind it are sound.

Leaving custodianship unassigned risks more than an awkward audit; it invites an undefended service: a
control environment that looks compliant supplier by supplier yet cannot show the whole ever worked.

Regulators and customers increasingly ask for the end-to-end story, and an ecosystem that cannot tell it

carries the exposure whatever certificates it holds.
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Treated as a chain — assembled deliberately, held by a named custodian, produced to a common
standard — evidence becomes a governed capability. The integrator alone can hold it, being the only
party accountable for the whole. The work is unglamorous: standards, clauses, mappings,
reconciliations. Done well, when the auditor asks that straightforward question, the answer is one
traceable record, and the assurance is real because the chain is whole.

See it in ImproveDesk
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