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Executive summary

Weeks before a surveillance audit, a familiar pattern takes hold. Teams stop improving the service and
start assembling proof that they did. Folders are trawled for minutes, ticket histories are exported, and
someone is asked to recall why a control changed eighteen months ago. The work was real, but its
record is thin, so the record gets rebuilt at speed. This is the evidence scramble, and it is costly in the
currency auditors value most: trust.

The scramble is rarely a sign of a bad management system. More often it signals that evidence was
treated as a separate deliverable rather than a natural output of the work. Proof manufactured to order
carries the marks of hindsight: tidy, selective, detached from the moment the decision was made.
Noticing exactly that is an auditor’s job.

Formal assurance is now widespread — the ISO Survey recorded 48,671 valid ISO/IEC 27001
certificates worldwide in 2023, each representing a management system an assessor will test over
time.[*] Audit readiness can instead be a by-product of a disciplined improvement process, captured
continuously as change happens. Evidence created as a side-effect of doing the work is more
trustworthy, cheaper to produce, and easier to defend than anything reconstructed after the fact.

Key takeaways

» Auditors test whether a system operated over time, not whether artefacts exist.

» Evidence captured as the work happens is more trustworthy, and cheaper, than reconstructed
proof.

» Honest recording of nonconformity is stronger evidence than an unblemished record.

1 What auditors actually want: a system operating over time

An audit does not test whether artefacts exist. It tests whether a system operates over time. ISO/IEC
27001:2022 makes this explicit: Clause 9 requires performance evaluation through monitoring, internal
audit and management review, while Clause 10 requires improvement through the handling of
nonconformities, corrective action and continual improvement.[!] ISO/IEC 20000-1 sets comparable
expectations for continual improvement and documented information.[2] SOC 2 engagements, assessed
against the AICPA Trust Services Criteria, go further still, examining whether controls operated
effectively across an entire period rather than on the day of inspection.[3]

The common thread is duration. An assessor seeks a coherent trail: monitoring occurred, issues were
identified and owned, decisions were taken by named people, and outcomes were reviewed. Artefacts
are only the residue of that activity. The activity itself, recorded as it happened, is the evidence.
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2 Why retrospective evidence fails

Reconstructed evidence fails in four predictable ways. First, gaps: records never kept cannot be
recovered, only approximated. Second, recall: memory of who decided what, and why, decays quickly
and reshapes itself to fit the present. Third, provenance: a document assembled last week to describe
last year's event cannot show when it was created or whether it has since been altered. Fourth,
hindsight bias: knowing how a change turned out quietly edits the account of why it was made,
smoothing away the uncertainty present at the time.

Each weakness is survivable alone; together they erode credibility, the quality evidence must have. An
assessor who suspects that records were curated after the event will discount them. The scramble buys
a weaker result than the original work deserved.

3 The practical model for evidence by design

Evidence by design rests on a small number of habits, applied consistently.

Capture at the point of work. Record decisions, actions and observations in the systems where the
work happens, at the moment it happens, rather than transcribing them later into an audit pack.

Keep decision records. For any material change, note the decision, the rationale, the alternatives
weighed, the owner and the date. A short contemporaneous note outweighs a polished retrospective
one.

Preserve provenance and immutability. Favour append-only, timestamped trails that show
authorship and sequence and resist silent edits.

Maintain traceability from idea to outcome. Link the original trigger — an incident, a risk, an audit
finding, an improvement idea — through the decision, the change and the review of its effect. This
thread is what demonstrates a system rather than a moment.

Map records to clauses as you go. Tag improvement and corrective-action records to the relevant
control or clause when they are created, so coverage stays visible instead of being assembled under
pressure.[l]

4 The human dimension that tooling cannot supply

Tooling can enforce these habits, but it cannot supply the culture that makes them meaningful. The
hardest requirement is honesty about nonconformity. A system that never records a failure looks
incurious rather than mature, and assessors read the silence accurately. Teams must feel safe logging
what went wrong: a well-owned nonconformity with a clear corrective action is stronger evidence of a
working system than an unblemished record. Ownership matters as much: every improvement and
every control needs a named person accountable for it, not a distributed shrug. Leaders set the tone.
When they treat contemporaneous records as part of doing the job well, evidence accumulates quietly
and the scramble never begins.
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The risk of the retrospective approach is not only a difficult audit. It is a management system that cannot
see itself clearly between audits, because the information needed to improve is the same information an
assessor asks for. An organisation that scrambles for evidence is conceding that it does not routinely
know how its own controls are performing.

Reframed this way, evidence by design is less a compliance tactic than an operating discipline. The
records that satisfy an auditor are the records that let a team learn: traceable, contemporaneous and
owned. Build them into the work, and the audit becomes a reading of what already exists.

That is the quiet dividend of working well. Readiness stops being an event to survive and becomes a
state the organisation is simply in.

See it in ImproveDesk

Run continual improvement, reviews and audit-ready evidence in one place. Contributors are always
free.
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